Distance
Awareness

Helpful hints to stay
safe online
1. Be careful of requests – only accept ‘friend’ requests from people
you know in real life. This reduces the chance of getting into an unsafe
situation.
2. Block anyone you’ve had contact with that was negative or
unsafe – this stops them from having contact with you and from
seeing your profile.
3. Think before you upload and share photos – post photos that show
you and your friends in a positive way. Once it’s uploaded, it’s no
longer private and could be viewed by friends, family, teachers and
strangers.
4. Be mindful of what you write to others – you never know who will
read these comments and how they might interpret them.
5. Think carefully about sharing links to other sites – the
content could be embarrassing, upsetting or hurtful to others.
6. Think about your privacy – avoid sharing personal information
online that could be misused by someone in real life. Check your
privacy settings and make sure your account is secure.
7. Protect your identity– pick a username that isn’t your real name
and a profile picture that doesn’t show any personal information.
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اﻟﺘﻮﻋﻴﺔ
ﻋﻨﺪ ﺑﻌﺪ

ً
آﻣﻨﺎ
ﻧﺼﺎﺋﺢ ﻣﻔﻴﺪة ﻟﻠﺒﻘﺎء
ﻋﻠﻰ اﻹﻧﺘﺮﻧﺖ
ً
ﺣﺬرا ﻣﻦ ﻃﻠﺒﺎت اﻟﺼﺪاﻗﺔ  -ﻻ ﺗﻘﺒﻞ ﺳﻮى ﻃﻠﺒﺎت ”اﻟﺼﺪاﻗﺔ“ ﻣﻦ اﻷﺷﺨﺎص
 .1ﻛﻦ
اﻟﺬﻳﻦ ﺗﻌﺮﻓﻬﻢ ﻓﻲ اﻟﺤﻴﺎة اﻟﻮاﻗﻌﻴﺔ .ذﻟﻚ ُﻳﻘﻠﻞ ﻣﻦ ﻓﺮﺻﺔ ﺗﻌﺮﺿﻚ ﻟﻤﻮﻗﻒ ﻏﻴﺮ آﻣﻦ.
ً
ﺳﻠﺒﻴﺎ أو ﻏﻴﺮ آﻣﻦ  -ﻳﻤﻨﻌﻬﻢ ذﻟﻚ ﻣﻦ
 .2ﻗﻢ ﺑﺤﻈﺮ أي ﺷﺨﺺ ﺗﻮاﺻﻠﺖ ﻣﻌﻪ ﻛﺎن
اﻻﺗﺼﺎل ﺑﻚ وﻣﻦ رؤﻳﺔ ﻣﻠﻔﻚ اﻟﺸﺨﺼﻲ.
ُ
ُ
 .3ﻓﻜﺮ ﻗﺒﻞ ﺗﺤﻤﻴﻞ أو ﻣﺸﺎرﻛﺔ اﻟﺼﻮر – اﻧﺸﺮ اﻟﺼﻮر اﻟﺘﻲ ﺗﻈﻬﺮك وﺗﻈﻬﺮ أﺻﺪﻗﺎﺋﻚ
وﻳﻤﻜﻦ ﻷﺻﺪﻗﺎﺋﻚ
ﺑﻄﺮﻳﻘﺔ إﻳﺠﺎﺑﻴﺔ .ﻓﺒﻤﺠﺮد ﺗﺤﻤﻴﻠﻬﺎ ﻟﻢ ﺗﻌﺪ ﺷﺨﺼﻴﺔ وﺧﺎﺻﺔ ُ
وﻋﺎﺋﻠﺘﻚ وﻣﻌﻠﻤﻴﻨﻚ ﺑﻞ ﺣﺘﻰ اﻟﻐﺮﺑﺎء رؤﻳﺘﻬﺎ.
ً
 .4اﻧﺘﺒﻪ ﻟﻤﺎ ﺗﻜﺘﺒﻪ ﻟﻶﺧﺮﻳﻦ  -أﻧﺖ ﻻ ﺗﻌﺮف أﺑﺪا ﻣﻦ ﺳﻴﻘﺮأ ﻫﺬه اﻟﺘﻌﻠﻴﻘﺎت وﻛﻴﻒ
ﻳﻤﻜﻦ ﺗﻔﺴﻴﺮﻫﺎ.
ً
ً
ﺟﻴﺪا ﻗﺒﻞ ﻣﺸﺎرﻛﺔ اﻟﺮواﺑﻂ إﻟﻰ ﻣﻮاﻗﻊ أﺧﺮى  -ﻓﻘﺪ ﻳﻜﻮن اﻟﻤﺤﺘﻮى ﻣﺤﺮﺟﺎ أو
 .5ﻓﻜﺮ
ً
ً
ﻣﺰﻋﺠﺎ أو ﻣﺆذﻳﺎ ﻟﻶﺧﺮﻳﻦ.
 .6ﻓﻜﺮ ﻓﻲ ﺧﺼﻮﺻﻴﺘﻚ  -ﺗﺠﻨﺐ ﻣﺸﺎرﻛﺔ اﻟﻤﻌﻠﻮﻣﺎت اﻟﺸﺨﺼﻴﺔ ﻋﺒﺮ اﻹﻧﺘﺮﻧﺖ اﻟﺘﻲ ﻗﺪ
ُﻳﺴﺎء اﺳﺘﺨﺪاﻣﻬﺎ ﻣﻦ ﻗﺒﻞ ﺷﺨﺺ ﻣﺎ ﻓﻲ اﻟﺤﻴﺎة اﻟﻮاﻗﻌﻴﺔ .ﺗﺤﻘﻖ ﻣﻦ إﻋﺪادات
اﻟﺨﺼﻮﺻﻴﺔ وﺗﺄﻛﺪ ﻣﻦ أن ﺣﺴﺎﺑﻚ آﻣﻦ.
ِ .7
اﺣﻢ ﻫﻮﻳﺘﻚ  -اﺧﺘﺮ اﺳﻢ ﻣﺴﺘﺨﺪم ﻟﻴﺲ اﺳﻤﻚ اﻟﺤﻘﻴﻘﻲ وﺻﻮرة ﻣﻠﻒ ﺷﺨﺼﻲ ﻻ
ﺗﻌﺮض أي ﻣﻌﻠﻮﻣﺎت ﺷﺨﺼﻴﺔ.
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